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Project Overview

In modern web infrastructures, CDNs are widely used to protect origin servers. This project
/ compares a direct server setup with a CDN-protected setup to analyze differences in exposure ,

security, and attack surface.

Introduction

In my recent experience analyzing web application security, I've noticed that modern
infrastructures heavily rely on CDNs. They prevent direct access to the origin server,reducing
exposure to the pulic internet. In this project,I’ll explore ehy using a CDN is more beneficial
than a server exposed directly to the public.

Architecture Diagrams 1

Users directly interact with the origin server. The IP is exposed and services visible to the
public and all traffic not filtered :
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Architecture Diagrams 2

Users do not directly interact with the server, they interact with the CDN layer first - making

the origin server IP hidden and the CDN filters requests acting a protection barrier for the
server. Reducing the attack surface.

______________________________________________________________________________________

Observation on Direct server

Looking at the response headers from the request, a few things immediately stand out that
point toward this being a direct origin server rather than traffic going through a CDN.



IPv6: (none)
IPvd: 169.239.218.62
Trying 169.239.218.62:80...

GET / HTTP/1.1

Host: www.ivinarpark.academy
User—-Agent: curl/8.5.0
Accept: */%

Cache-Control: no-cache

HTTP/1.1 200 OK

Connection: Keep-Alive

Keep—Alive: timeout=5, max=100
X-Powered-By: PHP/8.3.30
Cache-Control: no-cache
WPO-Cache-Status: cached
Last-Modified: Wed, 18 Mar 2026 21:15:53 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Date: Thu, 19 Mar 2026 15:27:54 GMT
Server: LiteSpeed

Vary: User-Agent,User-Agent
X-XSS-Protection: 1; mode=block
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<ldoctype html>
<html lang="en-US">
<head>
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First, the connection goes straight to an IP:
Trying 169.239.218.62:80...

That already tells me something important - I'm not being routed through a CDN edge node
(like Cloudflare or Akamai). Instead, I'm hitting what is very likely the actual hosting server
itself.

Now when | look deeper into the response headers:

Server: LiteSpeed
X-Powered-By: PHP/8.3.30

This is where it gets even clearer.




A CDN usually masks or strips backend details to reduce fingerprinting. But here, the server
is openly telling me:

e The web server software (LiteSpeed)
e The backend language and version (PHP 8.3.30)

That level of transparency is a giveaway — this isn’t being filtered or protected upstream.
This is raw exposure from the origin.

There’s also:

WPO-Cache-Status: cached

Which suggests caching is happening at the application/server level (likely a WordPress
optimization plugin), not at a CDN edge. Another small signal that there’s no external caching
layer sitting in front.

IP Address Exposure

The biggest issue here though is the exposed IP:
169.239.218.62
This is critical.

When a site is properly behind a CDN, the real origin IP is hidden — you only see the CDN’s
IPs. That creates a layer of protection:

e Prevents direct attacks on the server
e Forces all traffic through filtering (WAF, rate limiting, etc.)

But here, the origin IP is fully visible and directly reachable.

That means:

e The server can be targeted directly (bypassing any potential frontend protections)
e Attack surface increases significantly
e Recon becomes easier because I’'m interacting with the real system, not a shield

So from this alone, | can confidently say this is a direct server exposure scenario.

No CDN masking, no abstraction layer - just straight communication with the backend.
It’s raw, it’s informative... but from a security perspective, it’s also risky.



This is exactly the kind of setup where small misconfigurations can turn into real entry points,
because there’s nothing sitting in front to absorb or filter the interaction.

At first glance, seeing an IP doesn’t immediately mean it’s a direct server - CDNs also resolve
to IPs.

But in this case, the behavior of the connection and the absence of any CDN-related
headers, combined with full backend exposure (LiteSpeed, PHP version), makes it clear that
this IP is not an edge node but the actual origin server.

After confirming that I’'m likely interacting with the origin server, | took it a step further and
scanned for open ports.

What came back was... not normal for something that’s supposed to be publicly exposed on
the internet.

22/tcp ssh

23/tcp telnet
25/tcp smtp

53/tcp domain
80/tcp http
111/tcp rpcbind
139/tcp netbios-ssn
445/tcp microsoft-ds
512/tcp exec
513/tecp login
514/tcp shell
1099/tcp rmiregistry
1524/tep ingreslock
2049 /tcp nfs
2121/tcp ccproxy—-ftp
3306/tcp mysql
3632/tcp distced
5432/tcp postgresql
5900/tcp vnc
6000/tcp X11
6667/tcp irc
6697/tcp ircs-u
8009/tcp ajpl3
8180/tcp unknown
8787/tcp msgsrvr
33181/tcp unknown
33213/tcp unknown
45605/tcp unknown
45928/tcp unknown

Nmap done: address (1 host up) scanned in 304.00 seconds
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This isn’t just a web server anymore.
This is a fully exposed system.

Normally, for a public-facing website, you’d expect:

e Port 80 (HTTP)
e Port 443 (HTTPS)



Maybe SSH (22) if needed — but even that is usually restricted.
But here?

— Multiple internal and sensitive services are opened

This confirms something deeper than just “no CDN”
This server is not only directly exposed — it’s broadly exposed

There’s no segmentation.
No filtering layer.
No controlled surface.

Every open port is:

e Another entry point
e Another fingerprint
e Another potential weakness

Direct Server section

At this point, it becomes clear that this is not just a direct server setup, but an overexposed
one. The absence of a CDN or protective layer means that not only is the web application
reachable, but the underlying services and infrastructure are also directly accessible. This
significantly increases the attack surface, turning what should be a limited interface into a

wide and potentially vulnerable system.

Observation on Content Delivery Network (CDN)

Right away, the behavior here feels different.



elcome to UBUNTU WSL2

b curl -v https://mybroadband.co.za/

Host mybroadband.co.za:443 was resolved.

IPv6: (none)

NSO SN Y CTOPNCE N1 59, 104.20.34.25

Trying 177.66.163.159:443. .8
Connected to mybroadband.co.za (172.66.163.159) port 443
ALPN: curl offers h2, http/1.1
TLSv1.3 (OUT), TLS handshake, Client hello (1):

CAfile: /etc/ssl/certs/ca-certificates.crt

CApath: /etc/ssl/certs
TLSv1.3 (IN), TLS handshake, Server hello (2):
TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8):
TLSv1.3 (IN), TLS handshake, Certificate (11):
TLSv1.3 (IN), TLS handshake, CERT verify (15):
TLSv1.3 (IN), TLS handshake, Finished (20):
TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1.3 (OUT), TLS handshake, Finished (20):

SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / X25519
/ id-ecPublicKey
ALPN: server accepted h2

Server certificate:

subject: CN=mybroadband.co.za
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That’s the first signal.

Instead of resolving to a single IP, the domain resolves to multiple IP addresses.
IPv4: 172.66.163.159, 104.20.34.25

This isn’t a direct server anymore.

-> This is distribution.

CDNs operate using multiple edge nodes, so depending on:

e Location
e |oad balancing
e Network conditions

You’ll get different IPs serving the same domain. Even though | connect to one IP, | know:

e [t’s just one of many
e |t represents an edge node, not the backend



TLS & Protocol Handling

SSL connection using TLSv1.3
ALPN: server accepted h2

This is another subtle signal.
CDNs often:

e Enforce modern TLS versions
e Support HTTP/2 (h2)
e Handle encryption at the edge

-> Meaning encryption is terminated before reaching the origin server

The Key Difference in Thinking
Compare this to the direct server:

e Before — | was reaching the system
e Now — I’m reaching a layer in front of the system

11-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Pla
tform-Version, Sec—CH-UA-Full-Version-List, Sec—-CH-UA-Platfo
rm, Sec—-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobi
le, UA-Model, UA-Platform—Version, UA-Platform, UA
mmit igated: challenge
< critical-ch: Sec—-CH-UA-Bitness, Sec—CH-UA-Arch, Sec—-CH-UA-
Full-Version, Sec-CH-UA-Mobile, Sec—CH-UA-Model, Sec—-CH-UA-P
latform-Version, Sec—CH-UA-Full-Version-List, Sec—CH-UA-Plat
form, Sec—CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mo
bile, UA-Model, UA-Platform-Version, UA-Platform, UA
< cross—origin-embedder-policy: require-corp
cross—-origin—opener—-policy: same—origin
cross-origin-resource-policy: same-origin
origin—agent—cluster: ?1
permissions—policy: accelerometer=(),browsing—topics=(),ca
mera=(),clipboard-read=(),clipboard-write=(),geolocation=(),
gyroscope=(),hid=(),interest-cohort=() 6 magnetometer=() micro
phone=() , payment=() , publickey-credentials—get=(), screen-wake
—lock=(),serial=(), sync—xhr=(),usb=()
< referrer-policy: same-origin
< server—timing: chlray;desc="9ded0d96181a5816"
< x-content-type-options: nosniff
< x—frame-options: SAMEORIGIN
< server: cloudflare
< cf-ray: 9ded0d96181a5816-LIS
< alt-svc: h3=":443"; ma=86400
<
<

h
IDOCTYPE html><html lang="en-US"><head><title>Just a moment
..</title><meta http-equiv="Content-Type" content="text/htm
1; charset=UTF-8"><meta http-equiv="X-UA-Compatible" content
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The first thing that proves a CDN is being used here is:
server: cloudflare

e This is the most direct giveaway.
o |t explicitly tells you the HTTP response is being served by Cloudflare’s edge
infrastructure, not the origin server.

cf-ray: 9ded0d96181a5816-LIS

cf-ray is a Cloudflare-specific header.

It’s a unique request ID assigned by Cloudflare.

The suffix LIS indicates the edge data center location (Lisbon).

This proves your request hit a Cloudflare edge node, not the actual backend server.

cf-mitigated: challenge

e This shows Cloudflare is actively applying bot protection / challenge mechanisms.
e That’s part of Cloudflare’s CDN + security layer (WAF, anti-DDoS).

alt-svc: h3=":443"

e Indicates HTTP/3 support, commonly enabled by CDNs like Cloudflare for performance.

Conclusion

This setup shifts the entire interaction model - from direct exposure to controlled access.
The presence of multiple IPs, modern protocol handling, and identifiable CDN headers shows
that the system is no longer directly reachable, but instead protected behind an intermediary
layer designed to filter, distribute, and mask the underlying infrastructure.

Final Section ( Security Implication)

Comparing both setups, the difference is not just in structure but in exposure.

The direct server allowed full interaction with the backend system - revealing its IP address,
technologies, and even internal services through open ports. This creates a wide attack



surface, where an attacker can move beyond the web application and begin targeting the
system itself.

In contrast, the CDN-backed setup introduces a controlled layer that abstracts the origin
server. The real IP is hidden, backend technologies are masked, and all traffic is filtered
through intermediary nodes. This significantly reduces direct exposure and limits how much
information can be gathered during reconnaissance.

What stands out is not just what is visible in each case, but what is hidden. The CDN doesn’t
remove the system - it simply places it behind a boundary that changes how it can be
reached and analyzed.



